HNudopmanmonHas naMATKA 1151 HeCOBEPIICHHOJIETHUX 10 BONPocaM Kndep0e30NnacHOCTH B

cetu «HTepHeD)

KoMnblOTEepHbIE BUPYCHI

KoMIbroTEpHBIE  BHpPYC - 3TO PAa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpamw,
OTJIMYUTEIBHOU OCOOCHHOCTBIO KOTOPOUM SABJISIETCSI CIMOCOOHOCTh K Pa3MHOKEHHIO
(komupoBanuio). B nmomosiHeHHE K 3TOMY, BUPYChl MOTYT HOBPEIUTH WM MOJHOCTHIO
YHUUTOXUTH BCE (ailyibl U TaHHBIE, TIOJIKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTO
ObUTa 3amylieHa 3apaEHHas MpPOorpaMMa, a TaKkKe MOBPEIUTh WM JaKe YHUUYTOXKHUTH
OTEpaIlOHHYI0 CHUCTeMYy cO BceMu (aimamu B 1eaoM. B OonbIIMHCTBE CiydaeB
pPacupoCTPaHsAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTtoasbl 3alIUTHI OT BPEOHOCHBIX IPOrPAMM:

1.  Hcnonp3yli COBpEMEHHbIE OIEPALMOHHBIE CHCTEMBI, HMEIOLIUE
CEpbE3HBII YPOBEHB 3aIUTHI OT BPEAOHOCHBIX TPOTPaMM;

2.  IloctosnHo ycranaBnuBaii maTud (UKM(POBBIE 3aIUIaTKH, KOTOPHIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C II€JIbI0O JOPAOOTKHU MpOrpaMMbl) M Jpyrue
OOHOBJIEHHSI CBOEM omepannoHHOW cuctembl. CkauuBall HMX TOJBKO C
opunmansHoro  caiita  paspadborunka OC. Ecim  cymecTByer  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEeM KOMIIBIOTEpE MOJI MpaBaMU MOJIb30OBATENs, a HE
aJIMMHUCTpaTopa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MpOrpaMm
MHCTAJUINPOBATHCS HA TBOEM IEPCOHATBHOM KOMIIBIOTEPE;

4.  Vcnonb3yil aHTUBUPYCHBIE MPOrpaMMHBIE MPOIYKTHl H3BECTHBIX
MIPOU3BOAUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

S. Orpannub (pU3NUECKU AOCTYI K KOMITBIOTEPY JJIs TOCTOPOHHUX JIULL;

6. Hcrnonb3yil BHENIHUE HOCUTENW WHGOpPMAIMU, Takue Kak Ielka,
auck wid ¢ain u3 IaTepHeTa, ToJIbKO U3 TPOBEPEHHBIX HCTOUHUKOB;

1. He oTkpeiBaii koMmmbioTepHBIE (aiiibl, MOTYYEHHBIE U3 HEHAAEKHBIX
UCTOYHHUKOB. Jlaxke Te (aiisibl, KOTOphIE MpUCIan TBOM 3HAKOMBIN. Jlydilie yTouHu y

HETO, OTIPAaBJIAI JIM OH TeOe HX.

Ceru WI-FI

C mnomompo WI-Fi  MOXHO TmOMyYuTh OECIUIATHBIA WHTEPHET-IOCTYIl B

OOILIIECTBEHHBIX MecTax: Kade, OTensix, TOProBbIX IIEHTpax M al’pomopTax. Tak ke



SBJISICTCS] OTIMYHOW BO3MOKHOCTHIO BbIX0oJia B MHTepHeT. HOo MHOTHE ASKCTIEpTHI CUUTAIOT,
yT0o obmeaocTynHsie WiFi cetu He SBISIOTCS O€30MaCHBIMH.
CoBeTbl 110 0€30MACHOCTH PadOTHI B 001IeOCTYNMHBIX ceTsax Wi-fi

1.  He mepenmaBaii cBor JHYHYIO HWH(POpPMAIUIO Yepe3 OOIIeTOCTYITHBIS
Wi-Fi cetn. Pabotast B HUX, )KeJIaTeJIbHO HE BBOJWUTH IAPOJIH JOCTYIIA, JOTUHBI U
KaKHe-TO HOMEpa;

2.  Hcnonp3yli u OOHOBISH aHTHBHPYCHBIC MPOTPaAMMBI U OpaHaMaydp.
Tem caMbIM TBI 00€30MacHIIb CeOs OT 3aKaYKH BUPYCa Ha TBOE YCTPOHCTBO;

3.  Ilpu ucnonn3oBanuu Wi-Fi otkmoun ¢yskiuio «OOmuii qoctynm K
daiimam w mpuHTepam». JlanHas (yHKOHS 3aKphITa MO YMOJTYAHHIO, OTHAKO
HEKOTOpbIE T0JIb30BATENId aKTUBUPYIOT €€ JIJIsl yI0OCTBA UCIOJb30BaHUsI B paboTe
WK y4eoe;

4, He wucnone3yit myOauunbiii WI-FI nms nepegaum JUYHBIX JTaHHBIX,
HaIrpuMep, M1 BEIXOAa B COMAIIBHBIE CETH WX B 3JICKTPOHHYIO MTOYTY;

S. Hcenone3yin Tonpko 3ammineHHoe coeamHenue udepe3 HTTPS, a ne
HTTP, 1.e. npu Habope Beb-aapeca BBOU UMEHHO «https://»;

6. B MoOunbHOM Tenedone oTkmoun Gpyuknuio «lloakmouerne k Wi-Fi
aBromMaTudeckn». He jomyckail aBTOMAaTHU4ecKOro MOAKIIOYEHUSI YCTPOMCTBA K

cetsam Wi-F1 0e3 TBoero corjiacusl.

ConmajbHbIe CeTH

ComnuanbpHasi ceTb - 9TO CaWT, KOTOPBIA MPEAOCTaBISAET BO3MOXKHOCTH JIFOMISIM
OCYIIECTBJISATh OOIIEHHE MEXTy co00il B mHTepHeTe. Yale Bcero B HUX IJIsi KaXKIIOTO
YellOBeKa BBIICNSAETCS CBOSl JIMYHAs CTpaHWYKa, Ha KOTOPOM OH yKa3biBaeT o cebe
pasnTuyHyr0 WHGOPMANWIO, HAaYMHAs OT WMEHH, (HaMHIMd W 3aKaHYMBas JTUIHBIMU
dbotorpadusimMu. MHOTHE MOIB30BATEIN HE MOHUMAIOT, YTO MH(pOpPMAIUS, pa3MelIeHHas
MMU B COIUATBHBIX CETAX, MOXKET OBbITh HaliJicHa M WCIOJh30BaHA K€M YTOJHO, B TOM

qucie He 00s13aTelIbHO ¢ OJIaruMu HaMePEHHSMU.

OcHOBHbBIE COBETHI M0 0€30MACHOCTH B CONMATBbHBIX CETHX:

1. Orpannyb CHUCOK Jpy3ed. Y TeOs B Jpy3bsiX HE JOKHO OBITH
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2.  3ammmai cBOI 4YacTHYIO *kHu3Hb. He ykas3wiBail maponu, tenedoHsl,

aapeca, JaTy TBOEro PpOXACHUS M JPYryl0 JIMYHYIO  UHGOpMAIHUIO.



3OyMBINTUICHHUKHA MOTYT UCIIOJIB30BATh JIa)Ke HH(POPMAIIUIO O TOM, KaK Thl M TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuinail CBOI permyTaluio - ASPKH €€ B YUCTOTE W 3ajaBail cede
BOIIPOC: XOTEJ OBl Thl, YTOOBI APYrUe€ MOJIb30BATEIN BUJICIIH, YTO ThI 3arpyKaeiib?
[Togymaii, ipekie 4eM 4TO-TO OIMyOJUKOBATh, HAIMCATH U 3aTrPYy3UTh;

4, Ecau ThI roBOpuIIbL ¢ JIFOABMH, KOTOPBIX HE 3HACIIh, HE HCIOJB3YH
CBOE peaJlbHOE UMS M JIPYTYyI0 JUYHYIO HH(POpMAIMU: UMs, MECTO >XHTEIhCTBA,
MeCTO y4eObl U IIpouee;

5.  U30erait pasmenienus ¢otorpaduii B MIHTepHeTE, rae Thl M300paskeH
Ha MECTHOCTH, IO KOTOPOI MO>XHO OINPEJEIUTH TBOE MECTOIOI0KECHUE;

6. [Ipu perucTparuu B COLMAIBHOM CETH HEOOXOAMMO HCIIOIh30BaTh
CJIO’KHBIC TIapOJIM, COCTOSIINE U3 OYKB M LIU(P M ¢ KOJIUUYECTBOM 3HAKOB HE MEHEE
8;

1. Jns  comumanbHOM CETH, TOYThl W JAPYTUX CalTOB HEOOXOIUMO
HCIIOJBL30BaTh pa3Hbie maposid. Toraa eciu TeOs B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH

Imojaydar JOCTYII TOJIbKO K OAHOMY MCCTY, a HC BO BCC Cpasy.

DJICKTPOHHLIE JeHbLI'H

DJIEKTPOHHBIE JEHBIM — JTO OYEHb YAOOHBIA CHOCOO TUIATEXEH, OJHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh ITH JICHBIH.

OJEeKTpPOHHbIE JCHBIM TMOSBWIMCH COBCEM HEAABHO M HMMEHHO M3-3a 3TOrO BO
MHOTHX FOCYAAapCTBax JI0 CUX MOpP HE MPOIUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIMOHHUPYIOT U O HUX YK€ NPOMHMCAHO B 3aKOHE, Il UX
pa3nengaoT Ha HECKOJIbKO BHJIOB - aHOHHUMHBIC W HE aHOHUMHBIC. PazHuiia B TOM, 4TO
aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcsi MPOBOIUTH ONepanuu 0e3 naeHTU(pUKaIIH
MOJIb30BaTeNsl, a B HE AaHOHUMHBIX HWJICHTHU(PHUKAUUU TMOJIb30BATENS  SIBISETCS
00513aTeTbHOM.

Taxxe cienyer  pas3nuyarh — JJCKTpOHHBbIE  (UaTHbIE  JE€HBIM  (paBHBI
roCyJapCTBEHHbIM BaJOTaM) M DJIEKTPOHHbIE HeQUaTHble JEHbIM (HE paBHbI
rOCyIapCTBEHHBIM BaTIOTaM).

OcHOBHBIE COBETHI 0 0€30MaCHO padoTe € 3JIEKTPOHHBIMHY IEeHbIAMH:

1. TIlpuBsku K cueTy MOOWJBHBIA TenedoH. DTO camblii yIOOHBIA H

OBICTPBII cCIOCOO BOCCTAHOBUTH TOCTYH K cueTy. [IpuBsizanHbIi TenedhoH NOMOXKET,

eciau 3a0yJellb CBOM IIaTEKHBIM MapoJib WIM 3aifjielllb Ha CalT ¢ HE3HAKOMOTO

YCTPOWCTBA;



2.  HUcnonp3yéh omHopazoBbie mapoiu. llocne mepexona Ha yCHIECHHYIO
aBTOpHU3aLMI0 TeOe yxke He OylneT yrpoxaTh ONAaCHOCTb Kpa)XKu WIM IepexBara
IUIaTEKHOTIO Napois;

3.  BwibGepu cnoxnbliii naposs. [Ipectynaukam OyaeT He MpoCTo yrajaaTh
CJIOHBIN Taposib. HajgesxxHbie maponu — 3T0 mapoid, KOTOPhIE COEepKaT He MeHee
8 3HAKOB M BKJIIOYAIOT B c€0s1 CTPOYHBIE U MPONUCHBIE OYKBBI, HUPPHI U HECKOIBKO
CUMBOJIOB, TakM€ KaK 3HaK Jojuiapa, (yHTa, BOCKIMIATENbHBIM 3HAK U T.II
Hanpumep, StROng!;;

4, He BBOJH CBOH JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HC NOBCPACHID.

DJICKTPOHHAS MOUYTA

DNEeKTpoHHAss MOYTa — 3TO TEXHOJOTWS M NPENOCTABISEMBbIE €K YCIYrd IIO
NEPEChUIKE U IMOJIyYEHHIO 3JIEKTPOHHBIX COOOLICHUM, KOTOpbIE pacCHpelesoTcsl B
KOMIBIOTEpHOU ceTh. OOBIYHO 3JIEKTPOHHBIA TMOYTOBBIM SIIUK BBITISIUT CIEAYIOIIUM
oOpa3zoM: UMsI_TOab30BaTeIA(@uUMs_JoMeHa. Takxke Kpome meperayd IpOoCTOro TEKCTa,
MMEETCs] BO3MOYKHOCTh IIepe1aBaTh (aiibl.

OcHOBHBIE COBETHI M0 0€30MacCHO# padoTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBuUiibHBIN TOUYTOBBIN cepBuc. B MHuTepHeTe ecTh

OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JYYIIEe JOBEPSITh TEM,

KOT'0 3HA€IIb U KTO NIEPBBIN B PEUTHHIE;

2. He ykaspiBaii B nuyHOM moure JjuuHyto uHbopmanuio. Hampuwmep,

JydIie BeIOpaTh «My3bIKaIbHBIA (haHat@» uinu «pok2013» BMecTo «temal 3»;

3. Hcrnonb3yil IBYXATanHYH aBTOPHU3ALMI0. DTO KOrJa INOMHUMO I1apoJIs

HY>KHO BBOJUTH KOJI, MPUCBLIAEMbIN 110 SMS;

4, Bo16epu cioxHblil naposib. JJis Ka)a0ro Mo4YTOBOIrO SIIKKA JOJHKEH

OBITH CBOM HAJC)KHBIN, YCTOWYUBBIN K B3JIOMY M1apOJIb;

S. Ecan ecTtp BO3MOYKHOCTH HalmcaTb CaMOMY CBOWM JIMYHBIM BOIpPOC,

HCIIOJIB3YH OTY BO3MOKHOCTB;

6. Hcnonb3ylh HECKOJIBKO IIOYTOBBIX SIIUKOB. IlepBeI Ui 4YacTHOU

NEPENUCKU C aJpecaram, KOTOPbIM Thl JAOBEPSEHIb. JTO JIEKTPOHHBIN aJpec He

HaJI0 UCTIOJIH30BATh MPU PETUCTPAINH Ha PopyMax U CalTax;

1. He otkpsiBaii (aitsiel 1 Apyrue BIOKEHUS B MUChMaxX JaXe €CIN OHH

IOPUILUIH OT TBOMX Apy3ei. Jlydiie yTo4HM y HHMX, OTHPAaBISUIM JU OHU TeOe 3TU

(aiiibr;



8.  Ilocne oxkoHuyaHust paOOTHl Ha MOYTOBOM CEPBHUCE MEpEN 3aKPHITUEM

BKJIQJIKW C CAUTOM HE 3a0yJ]ib Ha)KaTh Ha « BBIATHY.

KHﬁGDﬁVJ’IJ’IHHI‘ HJIN BUPTVAJBbHOC N31€BATCJIHLCTBO

KuGepOymiauHr — mpecieoBaHue COOOIIEHUSIMHU, COAEPKAIIUMU OCKOpOJICHUS,
arpeccuio, 3amyrdBaHHe; XYJIMTaHCTBO; COIMAIbHOE OOMKOTUPOBAHHME C IMOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pble ¢ KHOEPOYITMHIOM:

1.  He 6pocaiics B 60#. Jlyumuii cioco0: mMOCOBETOBATHCA Kak ce0s BECTH

U, €CIIK HET TOro, K KOMY MOKHO OOpaTUThCS, TO BHAaYalle YCIOKOUThCS. Eciu Th

HaYyHeIllb OTBEYAaTh OCKOPOJICHUSMH Ha OCKOPOJICHHs, TO TOJIbKO emie OoJibliie

Pa3z0oAOKeIIb KOH(IIUKT;

2. VYrpapistit cBoel KubeppernyTaimei;
3. AHOHUMHOCTH B ceTd MHHMas. CyImIecCTBYIOT CIIOCOOBI BBISICHUTH, KTO

CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectn Xynuranckuii oOpa3 BUpTyalibHOM *u3HU. IHTEpHET

duKkcUpyeT Bce TBOM JCHCTBUS W COXpaHAET UX. YJAIUTh UX OyIeT KpaiiHe

3aTPyAHUTEIBLHO;
5. Benu cebs BexIIMBO;
6. Urnopupyii enuHuuHbld HeratuB. (OIHOPA30BbIE OCKOPOUTEIBHBIE

COOOIIeHUS JTy4llle ITHOPUPOBaTh. OOBIYHO arpeccus MpeKpaniaeTcsi Ha HadyaJIbHOU
CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIICHUSIMH,
B COIHAJBHBIX CETSIX €CTh BO3MOYKHOCTh OJOKHMPOBKH OTIPABKH COOOIICHHH C
OTIpE/ICTICHHBIX aJI[PECOB;

8. Ecmu Th1 cBumerens kuOepOymivnHra. TBou ACHCTBUS: BBICTYNHTH
MPOTUB TIPEClieIOBATENsI, TOKa3aThb €My, 4YTO €ro JEHCTBUS OILICHUBAIOTCS
HETaTUBHO, MOJJEPXKAaTh XEPTBY, KOTOPOH HYXHA TCHUXOJIOTHYECKAsl IOMOIIb,

COOOIIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBEICHUSI B CETH.

MoOouabLHbIN TeJaedoH

CoBpeMenHble cMapThOHBI W TUIAHIIETHI COJEpKaT B ce0e BIOJHE B3POCIBIMA
(GyHKIIMOHAJ, ¥ TENEph OHM MOTYT KOHKYPHUPOBATH CO CTAllMOHAPHBIMH KOMITBLIOTEPAMHU.

OnHako, CpeaCTB 3aIUThI JIJIs1 TOJOOHBIX YCTPOMCTB MOKA OYE€Hb Majo. TeCTUpOBaHHE U



MIOUCK YSI3BUMOCTEM B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak 1 [IK, To ke camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPAaKTUYECKU JIOTHAIM HACTOJbHBIC
aHAJIOTH, OJHAKO pacimpeHre (QyHKIMOHAIA BIEYET 3a COO00M OOIBIIYI0 CIOXHOCTH U
MEHBIIYIO 3aIIUIIEHHOCTD.

Jlaneko He Bce MNPOU3BOAUTENM BBIMTYCKAIOT OOHOBJICHUS, 3aKpbIBAIOLIUE
KPUTHYECKHUE YSA3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI JIJI1 0€30IaACHOCTH MOOMJIBLHOTO Tesie()oHA:

1. Byns ocTopoeH, Belb Korja Tede mpeayiaraloT OecriaTHbI KOHTEHT,

B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TUTATHBIE YCITYTH;

2. Hymaii, mpexae yem oTnpaBuTh SMS, ¢oto wiu Bugeo. Tl TOUHO

3Hacllb, I'AC OHHU 6YIIYT B KOHEYHOM HTOTE?

3. Heo6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTdhoHa;
4. Hcnonb3yil aHTUBUPYCHBIE POrPaMMBbl U1 MOOMJIBHBIX TEJIE(POHOB;
5.  He 3arpyxkaii mpuiokeHHs OT HEM3BECTHOTO HMCTOYHHMKA, BEIb OHU

MOTYT COZepKaTh BPEJOHOCHOE MPOrpaMMHOE 00eCIIeUCHHUE;

6. [Tocnie Toro kak Tbl BBIMACIIL C caiTa, A€ BBOAWI JIUYHYIO
uH(opMaIuio, 3aiiM B HACTPOMKK Opay3epa 1 yaaiu cookies;

7. [Tepuonuueckn TpOBEpsi KaKWe IUIATHBIC YCIYTH aKTUBHUPOBAHBI Ha
TBOEM HOMEPE;

8.  Jlamaii cBoit HOMEep MOOHIILHOTO TeedOHa TOIBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JOBEPSCIIb;

9. Bluetooth momkeH ObITh BBIKIIOUEH, KOT/Ia ThI UM HE TOJIB3yelibes. He

3a0bIBail MHOTIa ITPOBEPSITH 3TO.

@OUINMHI WK KPaKa JUYHbIX JIAHHBIX

I'maBHas Ociab (bHH.IHHF - Buaa I/IHTepHCT'MOH_IeHHI/I‘-IeCTBa, COCTOUT B MOJYUYCHUH

KOH(DHICHIIMATBHBIX JaHHBIX TOJIb30BaTEIei — JIOTWMHOB M mapoieil. Ha anrmuiickom
a3pike phishing uutaercs kak ¢ummHr (ot fishing — poiOHas noBis, password —
apoJib).

OcHoBHBIE cOBeTHI 10 60pbHOE ¢ PUIMHIOM:
1.  Cnenu 3a cBoum akkayHTOM. Eciu Tl mos103peBaeiib, 4To TBOSI aHKETa
ObLa B3JIOMaHa, TO HE0OX0IUMO 3a0JIOKUPOBATh €€ U COOOITUTh aIMUHUCTpATOPaM

pecypca 00 3TOM Kak MOKHO CKOpee;



2.  Hcnonb3yii 6e3omacHble BeO-CallThl, B TOM YHUCIIe, THTEPHET-Mara3uHoB
1 TIOMCKOBBIX CHCTEM;

3. Hcnonp3yii ciiokHble U paszHble maposd. TakuMm oOpas3oMm, eciau Teds
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH IOJIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY
PO IITIO B CETH, a HE KO BCEM;

4.  Ecmu Tebs B3nOMaiM, TO HEOOXOAMMO MPEAYyNpPEeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE JOOABJIEHBI Y TeOS B APY3bsiX, O TOM, 4TO TeOs B3IOMalu U,

BO3MOXXHO, OT TBOCI'O NMCHHU 6y,Z[CT PaCChlIaThCA CIIaM U CCBIJIKH Ha (1)I/IIHHHFOBBIC

CalTBhI;
5. YcranoBu HaaexHbIH napois (PIN) Ha MOOWIBHBIN TenedoH;
6. OTkJTI0YM cOXpaHeHue mapodisi B Opaysepe;
7. He oTkpeiBait (aitsibl 1 Jpyrue BIOKEHUS B MUCbMax JIaXe eCIu OHU

IOPUIILIM OT TBOUX Jpy3eil. Jlydie yTouHu y HUX, OTHPABISIIN JIU OHU TeOe ATU

(aiibl.



